MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®EOEPALUN

FEHEPAJIbHASA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUN

OT OH/TAUH-MOLWWEHHUKOB

YT106bI fOoOpaThbCcA A0 BalnX 6aHKOBCKUX CHETOB,
MOLUEHHNUKAM HY>XXHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT apepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM CBeEpPXNPUOLIIbHbIE
MHBECTULMOHHbIE NPOeKTbIl. [apaHTUsA ObICTpOro oboraweHna — npru3Hak oomMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KUNE LUeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yl'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakLUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyUnTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTenein Ha NonynapHbIX cakTax 06 bABMEHUI

Kak o6e3onacuTtb CBOU AEHbIU

B MHTEepHeTe?

1 YCTaHOBUTE aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYIO 0e6eTOBYIO KapTy ANA NnaaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXXHYIO CyMMY nepepn onsaTow

Bcerga npoBepante aapeca 31EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/IMYATLCA OT OPMLMANBHBLIX MNULLb MAPON CUMBOJIOB

4 He nepexognte No CCbi/IkaM OT HE3HAKOMLEB —
cpa3sy ygoanamrte COMHUTE IbHble COOOLWEHNS

Hnkomy He coobLLianTe CBOU NepCcoHabHble gaHHble

MoppobHee o npaBuiax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/ibTypa



CMC,

ggﬁgg;lu EPBI, KOHTaKTHbIM LIeHTp
BaHka Poccuu

B CMCot6
(@) Bapenuno e or Gane 8 800 300-30-00

* 0 3a6/TOKMPOBaHHOM NnaTexe (6ecnnaTHo ANs 3BOHKOB

u3 pernoHos Poccum)

WNun KapTe;

* O BbiUrpbilLe;

- 06 olwM604YHOM NepeBoae +7 499 300-30-00
Ha Ball 6aHKOBCKUI CYeT Ui (B cooTBeTCTBMU C Tapudpamm
MO6WJIbHbIA TenedoH ¢ Npocb6om BalLlero onepartopa)
BEPHYTb A€HbIU.

— Ymo denamp? 300

(6becnnaTHO ANs 3BOHKOB
C MO6UIbHbIX TenegpoHOoB)

HE NEPEXOOUTE
MO CCbIJTIKE U

HE NEPE3BAHUBAMTE!
Bce npeacTtaBneHHble HOMepa

OOCTYMNHbI A9 3BOHKOB

MpoBepbTe MHPOPMaLMIO, NO3BOHMB KPYFNIOCYTOUHO

B 6aHK Mo HOMepY, KOTOPbIA yKa3aH
Ha Balleln 6aHKOBCKOM KapTe.
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3HaKoMbIX B couceTax B P
@ ey e cosepliaeT WexoRsUNX OCTOPOXHO:
l — Ymo denamb? C YKasaHHbIX HoMepoB M o m E H H M KM !

N\ AEHbI'MN CPA3YV! HE COOBLUAUTE

Mepe3BoHUTe cCBOEMY : . . HE3HAKOMbIM J1iIogaM
3HaKOMOMY, UTO6bI BbISICHUTb : fincult.info TPEX3HAYHbIN KO
CUTyauuto, — BO3SMOXHO, ero E MOPA Y3HATb MPO AEHBIM BCE HA OBOPOTE KAPTbI PIN-KOJ:I.
CTpaHu1Ly B3rloManu. 5 U APOMM U3 C’ZMC

Ha ne4vyeHue.
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TENE®POHHOE
MOLWEHHUNYECTBO

3BOHSAT U3 6aHKa. loBoOpAT 06 yrpose
BallMM AeHbraM Ha cyeTe U NpPOCAT
nepeBecTy AeHbIr1 Ha APYroMn cYeT.
CnpawuBaloT gaHHble KapTbl.

— Ymo denamp?

CPA3Y MNOJIOXXUTE TPYBKY —
3TO MOLWLEHHUKMW!

MosBoHuTe Mo TenedoHy, KOTOpPbIN
yKasaH Ha Baluer 6aHKOBCKOM KapTe,
COTPYAHUK 6aHKa NPOSICHUT CUTYaLMIO.

..........................................

3BOHAT U coobLaloT
O BbiMrpbillax, BbinsaTax,
KOMMeHCcaLuusax v T.4.

— Ymo denamp?

HE NMEPEOABAUTE

OAHHDIE KAPTbI!

Ecnu Bo BpeMs pa3roBopa Bac
NPOCST COBEPWNTb NNaTeX — 3TO
MOLLEHHUKW. MonoxunTe Tpy6KYy
M, YTO6bI HE COMHEBAaTbCH,
YTOUHUTE MHPOpPMaLIMIO

Ha odpuuManbHOM canTe
opraHusaumu, oT UMeHU

KOTOPOW 3BOHST.

iy

3BOHAT U COOBLIAIOT, UTO 6NTU3KUIA
yenoBek nonan B 6eny, npocsaT
nepeBecTU AeHbIrU.

— Ymo denamp?

‘ NMPOACHUTE CUTYALIUIO!

CnpocuTte UM, GaMUnInIo 3BOHSALLENO

M Ha3BaHWe OpraHM3aLMu, KOTOpPYIo

OH npepacTaBnseT. MpekpaTtuTe

pasroBop u No3BOHUTE GIM3KOMY
yenoBeky. Ecrv fO3BOHUTBCSA

He yAanocb, caMu HanguTe TeniedoH
opraHvsaumm, oT UMEHU KOTOPOW

6bls1 3BOHOK, U BbISICHUTE, UTO C/y4MSIOCh.

MpepnaraioT BOXUTb AEeHbIrU
Ha OYeHb BbirOAHbIX YC/1OBUSAX.

— Ymo denamp?

OTKPOWUTE CAUT

WWW.CBR.RU/FINORG

060 Bcex pUHaHCOBbIX OpraHM3aLMmsaX,

Y KOTOpbIX €CTb JIULLIeH3US
BaHka Poccum, MOXHO y3HaTb
Ha ero opuumanbHOM camTe.

Q

HE BHOCUTE
A NMPEOOIMJIATY!

Ha caiTax c o6bsBneHusMU
(«ABuTO», «lOna» u T.n.)
npeanaraioT ToBapbl U YCNyru
no 3aHM)XeHHbIM LieHaM.

— Ymo denamp?

Bo Bpems obLeHus ¢ NpoaaBLIOM
He coobLwanTe faHHble 6aHKOBCKOM
KapTbl, HE MepexoanTe Mo CCbisikaM.
Monb3yntech ycnyron «besonacHas
coenka», KoTopasi AOCTYMHa

Ha caKTe C O6bsSBNIEHUSAMMN.
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HyXHo nepeBecTu fieHbrU UNn
KynuTb 6unetbl. Ha ogHoM U3 canTos
yCNoBUsi HAMHOIO BbiroaHee,

YyeM Ha 3HaKOMBbIX pecypcax.

— Ymo denamp?

NMOJIb3YUTECDH TONTIbKO

NMPOBEPEHHbIMU CAUTAMMU!

BesonacHbil carT [O/MKEH MMETb
Hapnucb https:// u «3aMoueks»
B aipECHOM CTpOKe 6paysepa.
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KAK SALLUTUTDCH
OoT PULLIHIA

PUMHr — BMA MOLWEHHUYeCTBa, Koraa y uesioBeka KpaayT
rnepcoHasibHble AaHHble U AeHblrm ¢ NOMOLLbIO CaUTOB-NoaAesiok.
YacTo MoOWeHHUKU aenaloT CanTbl, KOTOpble KaK ABe Kanin Boabl
NOXO>XU Ha CanTbl peasibHbIX OpraHusaumum

KAK MOXHO OKASATbCH
HA ®ULLNHIOBOM CAUTE?

[10 CCbISIKAM U3 MHTEPHETA UM N1IEKTPOHHOWM noYTbl, CMC,
COOOLLEHUNN B COLCETAX NN MEeCCeHIYKeEpPAX, peKnambl,
OObABMEHUN O SlOTEPESIX, pacrpoda)kax, KOMNeHcaumax

OT rocygapcrtBa

XaKepr HacCTO B3J/1aMbIBalOT HUYy>KNEe aKKayHTDbl,
" ¢MI.IJMHFOBaﬂ CCblJ/iIKa MOXKeT I'IpMﬁTM Ada>e OT 3HAaKOMBbIX

KAK PACMO3HATb
PULLINHIOBbIN CAUT?

Appec oTIMYaeTca OT HacTosALWero Nullb rnapomn cCUMBOJIOB
B agpecHoM cTpokKe HeT https 1 3HayKa 3aKpbITOro 3amMka
Oun3aiH ckonupoBaH HeKaYecTBEHHO, B TEKCTaX eCTb OLUNOKMK

Y camTa Mafo CTpaHWL, N1 gaxke ogHa — AJj19 BBOOA OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLNHTA?

YcTaHOBUTE aHTMBUPYC U PerynsapHoO obHoBNaWTE ero
CoxpaHanTe B 3aKk/lafkax agpeca HY>XHbIX CaiTOB
He nepexoanTte No nogo3puTebHbIM CCblJTIKaM

MUcnonb3ynTe OTOENBbHYIO KapTy AOJ19 MOKYMOK B MHTEPHETE,
KNaguTe Ha HEE HY)KHYIO CyMMY NPSAMO Nepen onsaTon

PuHaHcoBas
NMoapo6Hee o npaBunax KynbTypa
KnéeprmurmeHbol YMTauTe Ha




KAK °
PACMO3HATb
®UHAHCOBYIO
NMUPAMUAOY

®duHaHcoBas nMpamMupa — 31O MOLUEHHUYECKUM NMpPOEeKT,
KOTOprVI MMUTUPYET BbIrOgHble MHBECTULINN.

Bac npu3biBaloT BJIOXKUTb A€HbIr' B dJMKTMBHbIﬁ 6usHec
U armTupylroT npmMBoaAuUTb npyaeﬁ U poaCTBeHHUKOB.

B pe3ynbrate MOXHO MNMOoTePATb HE TOJIbKO OEHbIU,

HO 1 goBepume CBOnX 6NIN3KMX.



KAKUMMU BbIBAIOT
PUHAHCOBbBIE NMUPAMUODI?

MupaMuabl MOryT MackupoBaTbCsl Nop, Nlo6ble KOMMNaHUm:
KpeaouTHble noTpebuTtenbckme koonepatmebl (KIMK),
MUKPOPUHaHCOBbIE opraHn3aumm (MPO) 1 NpocTo
MHTEPHET-NPOEKTbHI.

®aHmasusi obMaHWUKko8 6e32paHuU4Ha.

OHu npednazarom e/10kKUmbCSs 8 Ce/IbCKoe
X0390cmeo usiu Kpunmoeasitombl, OMKpPbIMb
6usHec no ppaHwu3e.

KniouyeBoe oT/iMume oT peanbHoOro 6usHeca —
OpraHM3aTopbl HAYErO MPOU3BOAST U HU BO YTO
He MHBECTUPYIOT OEHbIMM BKNAaAYMKOB. MOLEHHMKM
MPOCTO COBUPAIOT X B CBOW KapMaH.



NMPU3SHAKU @ O

OPUHAHCOBOMU
nMUPAMUAOBLI

N

O6elaloT BbICOKMM foXon,

Ecnn BaM «rapaHTUpYOT» OECATKU 1A
JaXe COTHU NPOLIEHTOB B rof, 6e3 BCAKOro
PUCKa, 3TO TOYHO apepuUCTbI.

Bac npocsT NpMBOAUTb HOBbIX
KJIMeHTOB

N obelLatoT HaUNCIUTb NPOLIEHT OT UX
B3HOCA. Tak MPeCTYMNMHMKU MbITaloTCS
nobbIiCTpee BOBeYb Kak MOXHO 60o5blue
nopgen B ceoto adepy, cobpatb C HUX
OEHbIM N CKPbITbCS.

HeT nopaTBepXaeHus MHBeCTULIMMA

BaM nokasbiBatoT TONIbKO KpacKBble
npe3eHTaumMm 1 He OatoT B3MMSAHYTb

Ha PMHaAHCOBbIE AOKYMEHTbI, ByXranTepcKyto
OTYETHOCTb. [1eHbrM NPOCAT NepeBeCcTU

Ha YeM-TO NepPCOHabHbIN CYET NIMOO
3NEKTPOHHbIN KOLLENEK U XEe BHECTU
HaNTMYHbIMU, MNP STOM He BbIOAIOT HUKAKMX
YeKkoB



MOXXHO JIM BEPHYTb IEHDbI'U,
EC/TU MTUPAMULOA PYXHVYJIA?

MOXHO, HO MpK YCNOBWUU, YTO NMpaMmaa norana

B peecTp PepepanbHoro ¢poHaa No 3awuTe npas
BK/1aAYMKOB U aKLMOHEpOB. TONTbKO OH BbiN/laymBaeT
KOMMEHCaLMM OBMaHYTbIM KITMEHTaM HEKOTOPbIX
KoMnaHun. Ha cante ®oHpa fedfond.ru MoXxHO
MOCMOTPETb CMNCOK NpPaMUA, MO KOTOPbIM Ay T

BbIM/1aThbl.

@ depepanbHELI QOHZ IO 3aUIUTE
[ - ],a paB BK/IA[[YMKOE 1 aKI[MOHEPOB
\Z

KaK [OJTy YHTh KOMIICHCAIIO

» Kak nonyunts
KoMneHcaLuio

» Kyga o6pawatses ans
NONYYEHUA KOMNeHCaUMM

» PeecTp KomnaHui

 CrIMCOK YNONHOMOUEHHbIX
opraHusauuit

HoBoctu

24082020
P 0 dumancosoit
TPaMOTHOCTH B pensTe
Bonrn
PykoBoaUTENk DEfEpansHoro
oM MPHHAN y4aCTUE B NepBOM
MIOCAE KapaHTHHa O4HOM
MEDONPUATAM O NOBBILLEHUIO
(MHAHCOBOM TPaMOTHOGTH

Mogposhee

MAKCUMAJIbHbIA PABMEP

TnaBkan > KOMNEHCALMOHHsIe BbinnaTel > PeecTp KoMMaHHit

Kyria o6paniatsost

PeecTp KOMIaHWH TIpaBoBas TOMOTIh 0 dhorpe ~

PeecTp 1opUaMUeCKUX JIUNL U UHOUBULOYAIIbHBIX
HpEI[HpVIHVIMaTEHeiI, BKIJIafUMKaM KOTODPBIX
BhIIIJIaYMBaeTCsA KOMIIEHCalIUA

Mok Komman:|

| =D

NonHoe HaumeHoBaHHe
TOPHANECKOO TTHLLA W

KOMMNEHCALIUM:

* 04 BeTepaHOB

U MHBanuoos Benvkon
OTeyecTBEHHOWM BOMHbI —

250 000 py6newn

®opMa NpUBNEUEHNS AeHEXKHBIX CPEACTE: MecTo HaxomaeHHs

(aa AokymenTa) 1OPHIHYECKOTO N U
MHAMBHAYaNbHOTO
npeANpHHAMATENS

Horosop T OMCK, KyiiGbiluesckaii

PH,yn. 8 Mapra, 1.8

019 BCEX OCTalbHbIX
rpaxaaH — MakCUMyM
35 000 py6nen



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALIUU

FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOWN ®EOEPALLINU

UTO AOEJIATD, ECJIN C KAPTDI
YKPAJIU OEHDBbI'N?

© 3AB/IOKMPOBATb @ HAIMUCATb

© OBPATUTDLCH

KAPTY 3ASABJIEHUE O HECOINTTACUMA . Bnonuuumio

C OMNEPAUUEN

q
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« MO HOMepy TenepoHa 6aHkKa . 3asiBNeHue JonXHo . Yem 6onblue nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNMUCcaHo: ~ nopaayT 3adaB/IeHUs,
Unn Ha odpmumanbHOM canTe + B TeyeHue cyToK nocne TeM BbllLe BEePOATHOCTb,
« Yepe3s MOOUbHOE NpUMoXeHue COOBLEHUS O CIUCAHNN ~ YTO NPEeCTynHMKOB
» Yyepes NINYHbIN KabunHeT AcHer 0
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAEe/IeHUM
’ 6aHKa

e B OTAENEeHN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE:

« CPOK AENCTBUA KAPTbl N TpeX3HaYHbIN KOA
Ha ee o6opoTHomn ctopoHe (CVV/CVC)

- MAPOSIN U KOAbl U3 YBEOAOM/TIEHNI
« IOF'MH M MapoOsib OT OHNanH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OJAHHbIE B OTKprTOM ,EI,OCTyI'Ie

YCTAHOBUTE
AHTVMBUPYCbI HA BCe YCTPOMNCTBA

NMoapo6Hee o npaBuiax 6e3onacHOCTU
yutamTe Ha fincult.info

KOOOBOE CJ10BO

Ha3blBaWTe TONIbKO COTPYAHNKY BaHKa,
KOrga caMmy 3BOHUTE Ha ropsAYYyIo
NTNHUIO

baHK He KoMneHcUupyert
rnoTepu, ecnv Bbl HapyLInIu

npaBuia 6e3onacHoro
UCMO/Ib30OBaHUA KapThbl

duHaHcoBas
KYyJbTypa



o kapte/cuete — EY[bTE 5AUTEJIbHbI,
3TO MOryT BblTb MOLLEHHNKWA!
3}'IOYMbILIJJ'IeHHVIKVI C MOMOLWbKO CcrneunanbHbIX TEXHOOrM

MOryT caenaTb Tak, YTO Ha 3KpaHe Ballero TeniepoHa
BbICBETUTCS OdULMaribHbIN HOMep 6GaHKa.

BaM 3BOHAT U3 6aHKa U NPOCAT cOO6WMUTD
nepcoHasnbHble faHHble Ui uHpopMaLmio

OHu MOryTt O6paTMTbCF| K BaM No MMeHN-oT4veCTBY N MOnpoCcnTb
CeKkpeTHble cBefeHns O KapTe unn cuyete. Hanpumep, UTObbDI
OCTaHOBUTb NMOOAO3PUTENIbHYIO Ornepaunio.

B YEM OMNMACHOCTb N 4YTO AENIATb?

Y3HaB HYXHYI0 MHPOpMaLMIO, NPECTYNHUK MOXET
YKpacTb Ballu AieHbIru.
e He rosopuTte 1 He BBoguTe MNMMH-Kopa, TpEX3HaYHbIN KoL,

C 0BpaTHOM CTOPOHbI KapTbl, UM OAHOPA30BbIA NapOsb
n3 CMC.

* He HabupanTe Ha TenedoHe HMKaKMX KOMBMHaLUMI
M He nepexoamTe Mo CCbiSIKaM.

* [lonoxuTe TpyoKy. MNo3BOHMTE B BaHK MO opULMaIbHOMY
HOMepY — OH €CTb Ha CanTe UM O6paTHOWM CTOPOHE KapTbl.

e CaMocCTosATe/IbHO HabepuUTe HOMEp Ha KaBuaType
TenedoHa. He nepesBaHMBanTe 06paTHbIM 3BOHKOM,
Bbl MOXETe CHOBAa MOoMacTb K MOLUEHHMKaM.
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[TPABUJIA

CDMHAHCOBOVI BE3OMACHOCTHU

c 3BOHUTEe B 6aHK caMu

JIMHWW yKa3aH Ha 0BpaTHOM CTOPOHE KapTbl

9 CocpepoToubTechb

e He roBopuTe HUKOMY ceKpeTHblie Koapl

HabupainTte HoMep BpyuYHyto. TernedoH ropsiyen

M Ha opuLMaribHOM camTe 6aHKa.

MNMepesBaHMBasi HA HOMep, C KOTOPOIro npuLuen
3BOHOK UM cooblueHue, Bbl pUCKyeTe CHOBa nonacTtb
K MOLWEeHHUKaM.

Ecnu 6aHK BbISIBUT MOOO3PUTENBHYIO TPaH3aKLMIO,
OH NPUOCTaHOBUT €e Ha CPOK A0 ABYX CYTOK.

Y Bac ecTb 48 YacoB, YTO6bl CTOKOMHO MPUHSATD
pelueHue: NoaATBepAUTb UIM OTMEHUTDb ornepaLmio.

Ecnn Bac y6expatoT NpoamMkKToBaTb UM BBECTU
CVC/CVV-kopf Ha obpaTHOW CTOPOHE KapTbl, MUH-KOL,
mnun kogpl 3 CMC — 3T0 MOLLIEHHUKU!

HasbiBaTb KOgOBOE C/IOBO MOXHO, TOJIbKO €CJI1 Bbl CaMU
3BOHMUTE Ha ropsyYIO JIMHUIO 6aHKa.

MoppobHee O TOM, KakK 3alWUTUTLCA
OT KMBepPKpax N GUHAHCOBbIX
MOLLEHHUKOB, YNTaWTE Ha canTe
fincult.info

@ bank Poccum

KoHTakTHbIN LeHTp BaHka Poccun: NHTepHeT-NpueMHas
8 800 300-30-00 BaHka Poccum:
(ons 6ecnnaTHbIX 3BOHKOB www°Cbr~ru/

13 pernoHos Poccui) reception



BbirogHble cTaBku

BCeM 3aeMlmKamM?
Ob6euwaroT

Kpeput
6e3 cnpaBok
U NpoBepoK?

MapaHTUpyloT
opobpeHune paxe

C NIOXON KpeanTHOMU
ucropmen?

byabTte
eauTenbHbI!

3a BbirogHbIMU
YCNOBUSIMU YaCTO
CKpbIBalOTCH MOLIEHHMKU!

N
N

MpoBepbTe Ha canTe BaHka Poccuw,
3aKOHHO M paboTaeT KOMMNaHus:

. 4 EcTtb nn .
E E Yy Hee 1 opraHunsaumm
JIMLEeH3Ua? ., o B Crincke
e Heneranos?
u ..l "
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cbr.ru/fmp_check/ cbr.rufinside/warning-list/




ObewatoT cBepxnpmbblib?

MapaHTUPYIOT JOXOA Bbille,
YyeM no genosutam?

N HMKakux puckoB?

byabTte 5
oaouTenbHbI!

3a BbIrogHbIMU
YCNTOBUSIMU MOT'YT
CKpbIBaTbCcA PUHAHCOBbIE
nupamuabl!

MpoBepbTe Ha canTe BaHka Poccuw,
3aKOHHO M paboTaeT KOMMNaHus:

4 Ectbnn .
Yy Hee | opraHusauuu

NULLeH3UA? ., o B Crucke
- Heneranos?

cbr.ru/fmp_check/ cbr.rufinside/warning-list/



